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Risk/ Crisis Management

The process of planning and mitigating the 
impact of a risk/crisis.

The essence of risk/crisis management is to 
plan for worst-case scenarios and then seek 
to management the risk/ crisis in the best 
manner should it occur. (Spillan & Crandall, 
2002)
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Categories of Crisis Events at 
Organizational Level

1. Operational Crisis
2. Publicity Problems
3. Fraudulent Activities
4. Natural Disasters
5. Legal Crisis

(adapted from Cradall, McCartney, & 
Ziemnowicz, 1999)



(1) Operational Crisis

Loss of records permanently due to fire
Computer system breakdown
Loss of records permanently due to computer system 
breakdown
Computer system invaded by hacker
Major industrial accident
Major product/ service malfunction
Death of key executive
Break down of a major piece of production/ service equipment



(2) Public Problems

Boycott of consumers or the public
Product sabotage
Negative media coverage



(3) Fraudulent Activities

Theft or disappearance of records
Embezzlement by employee(s)
Corruption by management
Corporate espionage
Theft of company property
Employee violence in the workplace



(4) Natural Disasters

Flood
Tornado
Snowstorm
Hurricane
Earthquake



(5) Legal Crisis

Consumer lawsuit
Employee lawsuit
Government investigation
Product recall



Key concepts in risk analysis

1. assets
2. vulnerabilities
3. threats
4. impacts
5. likelihood
6. safeguards



Two Models

A) The Reactive Model
The decision about planning take place during and after 
the event(s) occur(s). 

B) The Proactive Model
Decision makers have already anticipated various form 
of crisis and have developed plans to deal with their 
eventuality.
Efforts are made shortly after the crisis to learn how to 
better deal with the next crisis. 





Framework for Risk Management

A) Understand the system
B) Establish Surety Objective
C) Understand Component Vulnerabilities
D) Characterize Threat Agents
E) Assess the System
F) Rank Assessment Findings
G) Safeguard the System 



(A) Understand the System

1. Understand its Behaviour
2. Understand its Physical Structure
3. Understand its Environment and Spatial 
Relationship
4. Understand the Role of Timing in the system
5. Understand the History of the Component
6. Understand which System Elements Serve 
Protective Functions



(B) Establish Surety Objectives

1. Identify Stakeholders
– Users, persons affected by the system, operators etc.

2. Elicit Surety Objectives
– a. For this element or flow, are here any thing that we must 

prevent or assure?
– b. Which of these objectives are mandatory/ optional?
– c. Do any of the collected objectives conflict? If so, how to 

resolve?
– d. What is the relative importance of the various objectives?  



(C) Understand Component 
Vulnerabilities

a. How can a flow be perturbed?
b. How can relationships between system elements be 
alternated?
c. What is the effect of each perturbation or change on the 
system and its associated elements?
d. Can an element exist in a fault state? How does the fault 
state affect the elements’ behaviour?
e.  What immediate influences could cause the element to enter 
a fault state?
f. Can a system element respond to say other flows that are not 
part of the normal system model but cause the element to fail or
be subverted? 



(D) Characterize Threat Agents

a. What agent is capable of producing or influencing 
a flow or system?
b. Which elements could be this agent?
c. What are capabilities of this threat agent?
d. If this an active threat agent, what are its 
characteristics?
e. If a threat agent has any capabilities that are not 
currently modeled in the system description, could 
these capabilities be significant to the functioning of 
the system? 



(E) Assess the System

Common approaches:

1. Deductive logic technique
2. Inductive logic technique
3. Heuristic searching
4. Simulation



(F) Rank assessment findings

1. What are the costs associated with failure to meet 
this objective?
2. How important is one cost relative to other  costs 
to met this objective?
3. In relative term, which outcome is most at risk?
4. What system elements or flows contribute most to 
the aggregate system risk?
5. Which system element is found in the greatest 
number of undesirable outcomes?



(G) Safeguard the System

1. Identify Constraints on Safeguards
– a. Who is impacted 
– b. What resources can be used?
– c. what legal, regulatory or political constraint?
– d. how firm are each of these constraint?
– What is the relative importance of various 

constraints?
2. Evaluate and rank candidate safeguard



2. Evaluate and rank candidate safeguard
– Which safeguards will address the ranked system 

problems?
– How should these individual safeguards be combined into 

suits to achieve the best mitigation effect subject to the 
constraints?

– What are the relative strengths and weakness of each 
suite?

– Which suite gives the best overall reduction in system risk?
– Which suite gives the most balanced approach to security?



Illustration in Social Service



























Spillan & Crandall’s Study (2002)

Hypothesis 1
Examine the mean differences in the respondents’
degrees of concern in those organizations with crisis 
management teams vs. those without crisis team. 

Hypothesis 2
Examine the differences in mean degree of concern for 
each potential crisis depending on whether the event 
had occurred at the event had occurred at the 
respondent’s organization.



Results

Hypothesis 1 Little support

Hypothesis 2 Strong support



1. the existence of a crisis management team 
within an NPO does not necessarily mean 
that concern for all types of crisis  events 
increases.
2. NPO managers who have experienced a 
crisis are more concerned about crisis than 
those managers who have not experienced 
that crisis.



3. Regardless of the perceived crisis threat, 
implementing aggressive management practices is 
highly recommended.
4. NPOs should be aware of the potential for 
“smoldering’ crisis.
5. The diversity of crisis events leads to a paradox in 
crisis planning-the need to be both specific in  
preparing for worst-case scenarios and, simultanely, 
to be flexible in terms of planning for these events.



6. A caveat- smaller NPOs may be less 
sophisticated in their crisis management 
preparation than larger NPOs.



Thank You!


